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FORWARDING INCOMING CONNECTIONS 
Introduction to port forwarding 
Like most routers, the Q-One blocks by defaults all incoming communication attempts from outside 
computers to computers and devices on the server’s local network, unless the incoming communications 
are in response to an outgoing request from the same computer. 

For example, when you request a web page on the Internet, your Q-One’s built-in router “remembers” 
which computer made the outgoing request and to what web server the request was made. When the web 
server sends the requested page, the router passes the incoming data to the requesting computer. If a 
computer on the Internet attempts to connect to a local computer without the local computer having initiated 
communications, the router blocks the attempt to protect your network against intrusion. 

Sometimes, you want specific kinds of incoming connections through your network—not to be blocked by 
router—even if they are not in response to an outgoing request. For example for a Peer-to-peer (P2P) 
file-sharing application to work best, other computers (peers) on the application network must be able to 
connect to your computer running it, although your computer does not initiate communications with them. 
Blocking these incoming connections causes both download and upload speeds in application to be 
reduced. 

Port forwarding is a way to accommodate exceptions to the general policy of blocking all unsolicited 
incoming connections. Port forwarding takes advantage for any given Internet application, incoming 
connections are always addressed to certain specific ports. For example, requests for web pages are 
always addressed to the web server’s port 80, and it is said to “listen” for incoming connections on that 
port. 

If you want to allow incoming connections to a program running on your computer, P2P application for 
example—configure the router to forward connections on port on which the application listens for incoming 
connections. This is safer than forwarding all connections to your computer. (By the way, for P2P 
application, the incoming ports are often 4662 and 4672, but the program allows you to choose the ports to 
listen for connections. If you want to set up port forwarding for eMule, you will need to check your P2P 
preferences to see which ports to forward.) 

Choosing a port forwarding method 
There are two kinds of port forwarding: port 
mapping and port triggering. Both are 
supported by your Q-One. 

In port mapping, incoming connections 
addressed to a designated port are forwarded 
to one specific local IP address and thus to 
one particular computer. It is best suited for 
applications that you run on a single 
computer. 

It is also possible to forward incoming 
connections to a different port on the 
destination computer than the port to which 
the connection was addressed. For example, 
if an incoming connection is addressed to port 
5900, it can be forwarded to the computer’s 
port 5901. The addressed port (“public port”) 
is said to be mapped to the listening port 
(“private port”). 

Tip
You do not need to set up port forwarding for the Internet 
services that run on your Q‐One—such as the HTTP, FTP, 
and SSH services. The ports necessary for the server to 
accept incoming connections to these services are open by 
default. 

If you want to run an Internet service on your computer 
that the Q‐One already runs, then you should configure 
the service on your computer to listen on a different port 
than the default for that service, and then set up the 
Q‐One to map that port to your computer. For example, to 
run a secondary FTP service on your computer, you could 
make it listen on port 2121 and then set up the Q‐One to 
map port 2121 to your computer. 
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  Tip 
If you are creating a port mapping rule for one application 
in  the Presets box,  select  the application,  the  form will be 
automatically filled with the appropriate values  (except for 
IP address, which must be specified manually). 

 

In port triggering, incoming connections addressed to a designated port are forwarded not to one fixed IP 
address, but to any local computer that makes an outgoing connection through a designated trigger port. 
When the router detects an outgoing connection through a trigger port, it temporarily forwards connections 
on the designated incoming ports to the computer that made the outgoing connection. Since there is no 
need to specify which IP address will receive the incoming connections, port triggering is best suited for 
applications run on any of several computers on the LAN. Port triggering does not support mapping public 
to private ports. 

From a security standpoint, port triggering is safer than port mapping, because incoming connections are 
only forwarded while the related outgoing trigger connections exist. If no trigger connections are going out, 
the incoming ports remain closed. In port mapping, specified incoming ports remain open at all times. 
However, port mapping is the only viable option for applications that need to be able to receive incoming 
connections anytime, and do not make trigger connections. 

Your Q-One allows you to create any number of “rules”. Each rule specifies the port forwarding details for 
one port (or set of related ports), and thus for one service or application. You can create as many rules as 
you need. 

Creating and editing port mapping rules 

To create a new port mapping rule 
1. On the admin interface main menu, 

click Firewall and click Port Mapping 
(Fig. 22). 

2. Enter a name for the rule in the Rule 
name field. Note: After you add a rule, 
you cannot change its name. 

3. In the IP address field, enter the 
address of the local computer to which 
you want to forward the incoming 
connections. The IP address must be 
within the Q-One’s LAN subnet. 

4. Select the communications protocol(s) 
to apply: TCP and/or UDP. If you are 
not sure, select both. 

5. In the Private port(s) field, enter the 
port(s) on which the designated 
computer will listen for incoming 
connections. 

6. In the Public port(s) field, enter the 
port(s) to which the outside computers 
will address incoming connections. The 
private port(s) and the public port(s) 
can be the same. 

7. Click Add Rule. 

Figure 22
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Figure 23

 

To edit a port mapping rule 
1. In the Existing Rules table, click Edit 

2. Edit the form as necessary, and click Save Changes. 

Note: You cannot change the name of an existing rule. 

To disable a port mapping rule 
1. In the Existing Rules table, click Edit. 

2. Clear the Enabled check box and click Save Changes. 

To delete a port mapping rule 
In the Existing Rules table, click Delete for the rule you want to delete. 

Creating and editing port triggering rules 

To create a new port triggering rule 
On the admin interface main menu, click 
Firewall, then Port Triggering (Fig. 23). 
1. In the Rule name field, enter a name. 

Note: After you add a rule, you 
cannot change its name. 

2. Next to Trigger protocol, select the 
communications protocol(s) that will 
be used by outgoing trigger 
connections for this rule. If you are 
not sure which protocol will be used, 
select both. 

3. In the Trigger port(s) field, enter the 
port(s) to which the outgoing trigger 
connections will be addressed. 

4. Next to Inbound protocol, select the 
communications protocol(s) that will 
be used by inbound connections for 
this rule. If you are not sure which 
protocol will be used, select both. 

5. In the Inbound port(s) field, enter 
the port(s) to which the incoming 
connections will be addressed. 

6. Click Add Rule. 

 

Tip
If you are creating a port triggering rule for one of the 
applications listed in the Presets box, select the application, 
the form will be automatically filled with the appropriate 
values.
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Figure 24

 

To edit a port triggering rule 
1. In the Existing Rules table, click Edit. 

2. Edit the form as necessary, and Save Changes. 

Note: You cannot change the name of an existing rule. 

To disable a port triggering rule 
1. In the Existing Rules table, click Edit. 

2. Clear the Enabled check box and Save Changes. 

To delete a port triggering rule 
In the Existing Rules table, click Delete for the rule you want to delete. 
 
MANAGING STORAGE DEVICES 
 
Your Q-One’s admin interface includes a 
Disk Utility you can use to format or check 
both the internal hard drive and any external 
storage device: 

1. On a computer connected to your 
Q-One, open a browser window, go to 
http://xxx.xxx.x.x:8090 (your own local 
IP. The default setting is 
http://192.168.10.1:8090 if you have 
not changed the LAN local IP setting) 
and log in as “admin”. 

2. On the main menu, click Management. 
and click Disk Utility (Fig. 24). 

Each connected storage device is listed in 
Disk Utility, with some basic information 
about the device and buttons for available 
actions. In Fig. 28, two storage devices are 
listed: internal hard drive (at the bottom) and 
one USB drive (at the top). 

For internal hard drive, you can: 

• Format to various file systems: 
ext2, ext3, and XFS — with 
optional encryption 

• Scan and fix drive for errors 

• Display SMART (Self-Monitoring 
Analysis and Reporting 
Technology) information 
about drive 

Tip
When formatting an external drive, if you plan to connect the 
drive to Windows at some point, you should select FAT32 as 
the file system, since Windows does not support ext2, ext3, or 
XFS. If you plan to use the drive only with your Q‐One, or with 
Linux computers but not Windows, you can choose any file 
system.
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Note 
If you format the internal hard drive, ALL content will be ERASED. If the drive contains files you want to 
keep, please make sure to back them up to another drive or to your computer before you format. You will 
need to reinstall the Q-One’s hard disk image after formatting.For instructions on installing a hard disk 
image, see Upgrading your Q-One. 

For external storage devices, the available actions include formatting and error-scanning, but not displaying 
SMART information. In addition, you can unmount an external drive. Unmounting removes the shared 
folder corresponding to the drive, making the drive unavailable for use. You must unmount an external drive 
before formatting it. 

About disk encryption 
Using Disk Utility, you can enable encryption on a drive when you format it. Drive contents can only be read 
when drive is connected to your Q-One. Once you enable encryption, for example on an external USB 
drive, it will become effectively unusable except when connected to your particular Q-One. When 
connected to any other host, the drive will appear unformatted, and it will be impossible to read any file on it. 
Formatting the drive again will enable it to be used with another host, but its former contents will remain 
encrypted and unreadable. 

Encrypting an external drive is useful if you want to secure its contents. For example, if someone takes the 
drive they will not be able to access its contents. Encrypting is not useful when Q-One is taken with the 
drive, because drive can be read using the server. For this reason, it is not useful to encrypt the Q-One’s 
internal hard drive, since it is unlikely the drive would be taken without the server. 

When you use an encrypted drive with your Q-One, no special action is necessary to access contents. The 
server itself stores the decryption key needed to “unlock” the drive in flash memory, and applies this key 
whenever the server is powered up or restarted. The decryption key remains in flash memory even if you 
reset the server to factory default settings. 

The only way to remove encryption from a drive is to format it again using the Disk Utility with encryption 
disabled. Please note that the encrypted contents will be irretrievably lost if you do this. 
 
 
UPGRADING YOUR Q-ONE 

Upgrading the server’s software 
From time to time, Memup Corporation may release software upgrades for your Q-One Q-One to add 
features or correct bugs in the server’s operating system or applications. Software upgrades may come in 
the form of either firmware upgrades, which replace system software in the server’s flash memory; or hard 
disk images, which replace or supplement the software stored on the server’s internal hard drive. Both 
types of upgrades can be installed through the server’s browser-based administrative interface. 

You can download the latest firmware or hard disk image (if any has been made available) from the 
Downloads section of the Support area of www.memup.com 
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Figure 25

Figure 26

 

To install a firmware upgrade: 
1. Access your Q-One’s admin 

interface at http://xxx.xxx.x.x:8090/ 
(your own local IP. The default 
setting is http://192.168.10.1:8090 if 
you have not changed the LAN local 
IP setting) and navigate to 
Management > Updating > 
Firmware (Fig. 25). 

2. Click Browse. In the Choose file 
dialog box, navigate to folder to 
which you downloaded the firmware 
package, and double-click file. 

3. Click Start Firmware Upgrade. A 
confirmation dialog box appears. 
Click OK to proceed. 

Your browser will upload the firmware package to the Q-One, and then the server will install the upgrade. 

Uploading takes several seconds, during which time there will be no feedback except for the page-loading 
browser indicator. Do not navigate away from the current page, or the file upload will be interrupted and you 
will have to start over. 

Once the firmware package has been completely uploaded, the page will display a message indicating that 
the firmware is being installed. Installation takes up to 20 minutes. During this time, you will not be able to 
access files or services on server, and you will not be able to access the Internet. When installation is 
complete, the server will automatically restart. 

After firmware installation, you can check the firmware version number displayed on the Home page. 

Caution 
While firmware installation is in progress, do not navigate away from the firmware upgrade page or shut 
down. Interrupting the firmware installation process will render the server inoperable. 

To install a hard disk image: 
1. Access your Q-One’s admin interface 

at http://xxx.xxx.x.x:8090/ and 
navigate to Management > 
Updating > Disk Image (Fig. 26). 

2. Click Browse. In the Choose file 
dialog box, go to the folder with the 
hard disk image, and double-click file.  

3. Click Start Disk Image Upgrade. A 
confirmation dialog box appears. 
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Figure 27

 

When you click OK, your browser will upload the hard disk image to the Q-One, and then the server will 
install it. Uploading takes several minutes, during this time, there will be no feedback except for the 
page-loading browser indicator. Please do not navigate away from the current page, or the file upload will 
be interrupted. 

Once the hard disk image has been completely uploaded, the page will display a message indicating that 
the disk image is being installed. Installation takes up to 20 minutes. During this time, you will not be able to 
access files or services on server, and you will not be able to access the Internet (if you are using the 
Q-One as your broadband router). When installation is complete, the server will automatically restart. 

Then, you should login to the admin page > Main > Apps & Services > Services Control to START 
Apache Web Server & MySQL Database 
 
ACCESSING THE COMMAND LINE INTERFACE 
The browser-based administrative interface at http://xxx.xxx.x.x:8090 (your own local IP. The default setting 
is http://192.168.10.1:8090 if you have not changed the LAN local IP setting) is your primary means of 
managing, the server also features command line interface that you can use to perform tasks that cannot 
be done through the admin interface, such as deleting orphan folders when you remove user accounts or 
shares. The command line interface (also called the CLI or the shell) is accessible through Telnet and SSH. 

To access the CLI, you use either a Telnet client or an SSH client. Most operating systems include a Telnet 
client; Windows, for example, provides the command-line client telnet.exe. 

For Q-One’s CLI accessing, Telnet and SSH both provide the same functionality. However, SSH is more 
secure, because it encrypts the communications between the server and the client, including the username 
and password you use to log in to the CLI. The enhanced security makes SSH a better choice when you 
must access the CLI remotely across the Internet, or whenever security is a top concern. 

To access the CLI using Windows’s built-in telnet client: 
1. On the Start menu, click Run. 

The dialog box opens. 

2. Type cmd and enter. A 
command window opens. 

3. Type telnet Q-One and press 
Enter. (If accessing remotely 
or through a router, substitute 
the server’s WAN IP address 
for “Q-One”.) 

4. At the Q-One login: enter a 
username on your Q-One, 
such as “admin”. At the 
Password: enter user’s 
password. (The password will 
not be shown). 

5. At the Q-One> enter 
commands as needed. 

6. When you finished, enter exit 
to close. 

Figure 27 shows a typical CLI session in which admin has logged in.
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Executing commands with elevated privileges 
Some operations you want to execute in the CLI, such as deleting orphan folders, cannot be executed with 
ordinary user privileges. You need to use the su command to temporarily elevate your privileges to that of 
the built-in root user, who has unlimited privileges. 

For security reasons, your Q-One does not permit anyone to log in to the CLI as root. 

To execute commands as root: 
1. At the Q-One> prompt, enter su. 
2. When prompted for the root password, enter Q-ONE. 
3. Enter commands as needed. 
4. When you finished, enter exit to return. 

To delete an orphan folder: 
1. Use the cd command to change to the folder parent directory you want to delete (for example, cd 

/mnt/ide3/). 

2. Execute the su command and enter the root password, Q-ONE. 

3. Use rm –r dirname, where dirname is the name of a folder, to delete the desired folder and all its 
contents (for example, rm –r gerald). 

4. Enter exit to return to user mode. 
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Product name: Q-One 
Hard disk drive: 3.5" SATA Fluid Dynamic Bearing 
Processor: 300-MHz ARM9 32-bit RISC CPU w/ 16KB L1 cache 
Memory: 128 MB DDR SDRAM / 16 MB Flash ROM 
Network interfaces: 1 x Gigabit Ethernet WAN port 

4 x Gigabit Ethernet LAN ports 
802.11 b/g Wireless (WIFI - model only) 

Expansion ports: 3 x USB 2.0 (support drives, printers, memory card readers) 
1 x eSATA 

External drive support: FAT32, NTFS, XFS, ext2, ext3 
Internet services: HTTP, WebDAV, FTP, SFTP, Telnet, SSH, POP, SMTP, Samba, 

OpenVPN 
Dimensions: 62 x 200 x 200 millimeters (2.44 x 7.87 x 7.87 inches) HWD 
Weight: about 1.3 kg (2.87 lbs), depending on installed hard drive 
Power: Adapter input:  90–200V AC, 50/60 Hz 

Adapter output:  12V DC, 3A 
Max power consumption:  36W 

Certifications: FCC Class B, CE, MIC Class B, CTick, CSA 
Operating temperatures: 0°–40° C (32°–104° F) 
Warranty: 2 years 

GENERAL 

Power Supply   AC 100~240V - 50~60Hz 
Power    Approx. 36 W 
Operating    +5°C to +40°C (+36°F to +104°F) 
Operating Humidity   5% to 80% RH 
Dimensions (W/H/D)  230.0 x 60.8 x 165.0mm 
Net Weight   Approx. 1500 grs 
 
Note: The specifications and design are subject to change without any notice 
 




